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Due to the expanding digital marketplace, more consumers have been, 
and continue to be, subject to price discrimination, whereby consumers 
are charged different prices for a similar item sold by the same vendor. To 
perform price discrimination, sellers implement personalized pricing algo-
rithms (“PPAs”), which use artificial intelligence (“AI”) to analyze consumer 
data to set prices that achieve the maximum amount of profit. The fact that 
PPAs are benefitting sellers in the digital marketplace suggests that a market 
failure exists that warrants attention and regulation. Moreover, price dis-
crimination can significantly harm consumer welfare and competition in the 
digital marketplace, especially when PPAs operate on biased data. However, 
Canada currently has no regulations against PPAs or price discrimination. 
This paper provides an overview of PPAs and suggests the implementation 
of an ex-ante, rules-based regulatory code inspired by the frameworks of the 
United States and the European Union. By prohibiting the collection and use 
of personal data, mandating disclosure and consumer consent and requiring 
ongoing PPA assessments, the Code aims to prevent the perils of personalized 
pricing in the digital marketplace. 

En raison de la croissance du marché numérique, un plus grand nombre 
de consommateurs sont—et continuent d’être—exposés à des pratiques de 
discrimination par les prix, selon les-quelles un même vendeur facture des 
prix différents pour des produits similaires. Pour mettre en œuvre cette forme 
de discrimination, les commerçants recourent à des algorithmes de tarifica-
tion personnalisée (« ATP »), qui s’appuient sur l’intelligence artificielle (« 
IA ») pour analyser les données des consommateurs et fixer des prix visant à 
maximiser les profits. Le fait que ces ATP profitent principalement aux ven-
deurs dans le contexte numérique laisse entrevoir une défail-lance de marché 
nécessitant une attention particulière, voire une intervention réglementaire. 
En outre, la discrimination par les prix peut nuire de manière significative au 
bien-être des consom-mateurs ainsi qu’à la concurrence, notamment lorsque 
les ATP reposent sur des données biai-sées. Or, à l’heure actuelle, aucune 
réglementation canadienne n’encadre spécifiquement l’utilisation des ATP 
ou la discrimination par les prix. L’auteur propose un survol des ATP et re-
commande la mise en place d’un code de réglementation ex ante, fondé sur 
des règles claires et inspiré des cadres juridiques en vigueur aux États-Unis et 
dans l’Union européenne. Ce code viserait notamment à interdire la collecte 
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et l’utilisation de données personnelles à des fins de ta-rification personnali-
sée, à imposer des obligations en matière de transparence et de consente-ment 
éclairé des consommateurs, ainsi qu’à exiger une évaluation continue des 
ATP. L’objectif est de prévenir les périls liés à la tarification personnalisée dans 
le marché numérique.

In light of the expanding digital marketplace, more and more consum-
ers are being subjected to price discrimination, whereby consumers 
are charged different prices for a similar item sold by the same vendor, 

without their knowledge. To perform price discrimination, sellers (often 
large companies) implement personalized pricing algorithms (“PPAs”), 
which use artificial intelligence (“AI”) to analyze consumer data to set prices 
that achieve the maximum amount of profit. PPAs have generated profit for 
numerous companies; therefore, their popularity and widespread use will 
likely grow. 

The fact that PPAs are benefitting sellers in the digital marketplace sug-
gests that a market failure exists that warrants attention and regulation. 
Specifically, the extent to which companies can effectively use PPAs is 
prima facie evidence of market power. Without market power, competition 
amongst sellers would result in consumers diverting their business when the 
PPA user attempts to charge a high price. Such diversion would defeat any 
profitability arising from PPA use. Furthermore, companies can use PPAs 
to facilitate various anti-competitive acts to maintain market power.

While price discrimination can significantly harm consumer welfare and 
influence market competition, Canada currently has minimal regulations 
against AI, PPAs and price discrimination. This paper provides an overview 
of PPAs and suggests the implementation of an ex-ante, rules-based regu-
latory code inspired by international frameworks to prevent the perils of 
personalized pricing in the digital marketplace. 

1. Personalized Pricing Algorithms 

The personalized pricing process begins with the collection of “Big Data” 
- extremely large and diverse data sets that continue to grow at accelerat-
ing rates as new information arises.1 PPAs gather details about the personal 
characteristics (e.g., age, gender, religion) and shopping behaviour of con-
sumers. PPAs compile information from online browsing and purchase 
history across various devices (e.g., computers, phones, tablets, smart 
watches), as well as offline choices via credit card transactions.2 PPAs 
then use the collected data to calculate and set prices based on consumers’ 
maximum willingness to pay (“WTP”).3 The result is effectively first-degree 
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price personalization - a type of price discrimination by which each indi-
vidual consumer is charged a different price for the same product sold by 
the same vendor.4 Since first-degree price personalization requires substan-
tial information about each consumer, it was almost impossible prior to 
the widespread availability of AI algorithms and broad database of online 
information.5 Now, several major retailers use PPAs to set their prices based 
on consumers’ WTP.6 

2. Potential Harms of Personalized Pricing Algorithms

PPAs pose many risks for consumers in the digital marketplace, especially 
those belonging to minority groups. Companies and competition may also 
be adversely affected. Consumers tend to have a negative attitude towards 
price personalization, which is partially attributed to the secrecy around 
PPA use.7 Moreover, consumers often view personalized pricing as unfair, 
especially if they become aware of price discrepancies that cause them to 
pay more for a product.8 In turn, an “unraveling of markets” may occur – 
if consumers lose confidence that they are receiving a fair price, they may 
withdraw their demand, leading to fewer sales and lower profits for the 
company.9 

2.1 Consumer Welfare and Competition

PPAs may harm consumer welfare since the opacity of pricing algo-
rithms and the broad database of online consumers increase the risk of 
PPAs producing unfair and supracompetitive prices. One difficulty with 
AI is the “black box” problem – the inability to comprehend and explain 
how AI systems arrive at decisions.10 In the context of PPAs, we know that 
consumer data is collected and analyzed, but details of the exact process 
by which the data is analyzed remain unclear. Consequently, preventing 
the generation of unfair prices can be challenging if algorithms function 
without human intervention.

Additionally, companies rarely, if at all, disclose their collection and 
use of personal data, so consumers cannot provide consent or prepare for 
various privacy-related consequences (e.g., data breaches, malware, cyber-
crimes). PPAs also hinder consumers’ ability to make informed purchases 
by managing their perception of price.11 In the digital marketplace, con-
sumers cannot see, and are often unaware of, the alternative prices for 
products offered to other consumers. Sellers can exploit consumers by 
imposing excessive prices if consumers believe the prices are on-par with 
the market value of the good or service.12 Therefore, the use of personal data 
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in a non-transparent manner strips away the rights of consumers to consent 
to the use of their data, protect their privacy and make informed decisions.

Companies may also have incentives to implement PPAs in a way that 
adversely impacts marketplace competition. Global online retailers have 
been alleged to engage in anti-competitive behaviour and predatory pricing. 
Such retailers have been said to undercut competitors by using algorithms 
to track and automatically match or beat their prices, while calculating and 
pricing items based on consumers’ WTP.13 Some may argue that pricing 
algorithms maximize competition, by offering lower prices to consumers 
than they are offered elsewhere. However, certain retailers may use pricing 
algorithms to extend their monopolies from one market (the online retail-
ing) to a connected market (the online superstore market) by excluding 
competitors and thereby harming competition. 

Companies, such as Postmates, may facilitate joint price-setting by bring-
ing together numerous businesses, which otherwise operate independently. 
Postmates may allow companies to delegate pricing to a proprietary algo-
rithm, which could set the same excessive prices for similar menu items 
across different competing restaurants, thus facilitating (either explicit or 
tacit) collusion. Further, if the algorithm can calculate consumers’ WTP, 
first-degree price personalization can occur.14 

Additional competition concerns with PPAs include strong network 
effects, which companies may exploit to maintain dominant positions in 
the digital marketplace,15 and the creation of stable cartels from concurrent 
price discrimination and algorithmic collusion.16 Given the popularity and 
effectiveness of PPAs in the digital marketplace, regulation is a reasonable 
next step to manage market power and prevent the use of PPAs in an anti-
competitive manner.

2.2 Bias

One misconception of algorithmic pricing is that a consumer’s WTP is 
derived solely from their preferences.17 However, AI algorithms are not 
100% accurate since they are influenced by bias in the data sets. Bias can 
be introduced purposefully or inadvertently into AI systems,18 or implicitly 
emerge as algorithms operate on data.19 Therefore, statistical, algorithmic 
and human cognitive and perceptual biases, such as racism and other forms 
of discrimination, can influence outputs.20
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2.2.1 Gender

PPA-generated prices often reflect consumer demographics and may 
disfavour minorities and disadvantaged groups.21 In particular, PPAs dis-
proportionately impact women by effectively including a “pink tax” in 
WTP calculations. A “pink tax” refers to the extra costs women pay for 
products and services marketed specifically towards them.22 Although pink 
taxes typically are found to apply to feminine care products, there is a price 
discrepancy between sexes in everyday essentials, such as clothes and toi-
letries. Studies have found that, on average, products that are marketed 
for women are 13% more expensive than the same products marketed for 
men.23 Through their reliance on demographic information, implicit algo-
rithmic bias may emerge - PPAs may assume women have a higher WTP 
and set their prices at higher rates than men. In light of the pre-existing 
wage gap, increased prices on products will further disadvantage female 
consumers. 

Gender bias in algorithms can also negatively influences female business 
owners and employees. A 2016 study found that female vendors on eBay 
received fewer bids and lower offers than their male counterparts selling 
the same product.24 Additionally, the study found that female employees 
of a ride-sharing company were negatively impacted by the company’s 
algorithm that allocates work and determines compensation rates. Female 
employees received an average per-hour income of two thirds of male 
employees, even though they worked more hours.25 Overall, the use of 
biased algorithms in the digital marketplace disproportionately harms 
women by contributing to less compensation, but greater consumer costs.

2.2.2 Race

Similar to gender, data about a consumer’s race can influence their cal-
culated WTP since algorithmic bias tends to set higher prices for racial 
minority groups. For instance, a study performed in 2015 found that the 
algorithm used by the Princeton Review, a company that provides test prep-
aration, tutoring, and college admissions services for students, was twice 
as likely to charge higher prices in zip codes with predominantly Asian 
American populations, irrespective of income.26 More recently, in 2021, a 
study analyzing various ride-sharing services found that fares were higher 
for trips beginning or ending in neighbourhoods with mainly non-white 
populations.27 Therefore, while the use of demographic statistics may seem 
harmless, the inclusion of race in data sets inserts social bias into the anal-
ysis and contributes to discriminatory PPA outputs. For individuals with 
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intersecting minority identities, such as women of colour, the harm is even 
greater.

2.2.3 Age

A consumer’s age can influence their calculated WTP, albeit to a less 
predictable degree than gender or race. Age is a key characteristic that 
has historically been used in various marketplaces for third-degree price 
discrimination, where consumers are charged “differently, for similar prod-
ucts, according to the group they belong to, inferred by attributes of the 
group.”28 Movie theatres and public transportation, for example, engage 
in third-degree price discrimination by charging lower prices for youth 
and seniors. While age discounts benefit these groups of consumers, those 
whose ages do not fall within the range allocated to youth or seniors will pay 
higher relative prices. Thus, by using data solely about a consumer’s age, 
rather than their purchase history, PPAs may tend to set higher prices based 
on inaccurate assumptions about consumers’ WTP. Such assumptions can 
be harmful – considering a person’s earnings are not directly correlated with 
their age, a consumer may be subjected to higher prices without having the 
proportional economic means to afford them.  

3. Current Regulations

3.1 AI Legislation

Despite being at the forefront of AI,29 Canada currently has no regulatory 
framework specific to PPAs or price discrimination. In June of 2022, the 
Artificial Intelligence and Data Act (the “AIDA”) was introduced in Parlia-
ment as part of Bill C-27 to address the adverse impacts of AI on individuals 
and in the commercial context.30 The AIDA established regulatory standards 
for “high-impact” AI systems around safety and human rights and creates 
new criminal law provisions to prohibit harmful uses of AI.31 Regulatory 
requirements included human oversight and monitoring, transparency in 
data collection and use, and the proactive assessment of high-impact AI 
systems to identify likely harms, accountability and consistency in outputs. 
Violations of the AIDA would result in administrative monetary penalties 
(“AMPs”), regulatory offences and criminal offences.32 However, Bill C-27, 
and thus the AIDA, was terminated due to the prorogation of Parliament on 
January 6, 2025. 

AI use in the private sector is mainly regulated by the Voluntary Code of 
Conduct on the Responsible Development and Management of Advanced 
Generative AI Systems. The Code provides Canadian companies with 
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common standards regarding safety, fairness, transparency, etc., and allows 
them to demonstrate that they are developing and using generative AI 
systems in a responsible manner.33 For instance, the Code requires develop-
ers to assess training data sets to manage data quality and potential biases, 
as well as perform various testing to assess and mitigate the risk of biased 
output prior to release.34 So far, major firms have signed the Code, such as 
Cohere, Ada, Coveo, BlackBerry, TELUS, OpenText, and IBM.35

3.2 The Competition Act

Without AI-specific legislation, Canada’s Competition Act36 may be used 
to address the harms associated with PPAs. While no provision specifically 
prohibits price personalization or price discrimination generally,37 sub-
section 78(1)(k) lists the imposition of excessive and unfair selling prices 
as one of the definitions of “anti-competitive acts” for the purposes of 
section 79, which concerns abuse of dominance.38 PPA use may be con-
sidered anti-competitive under subsection 78(1)(k) or under section 78(1) 
more generally if framed as predatory, exclusionary or disciplinary when 
used to target competitors.39 However, subsection 78(1) states that “anti-
competitive acts” must be intended to negatively affect a competitor or 
market competition, or substantially harm competition in effect. In light 
of the black box nature of AI, malicious intent and anti-competitive effects 
may be difficult to establish. Users may argue that they were unaware of the 
potential for their PPAs to influence competition, and tracing specific anti-
competitive effects to a single algorithm is, at present, almost impossible. 
As a result, there is currently a lack of evidence that PPAs cause substantial 
harm to competition, which is also problematic for subsection 79(1)(b)(i), 
which prohibits conduct that had, is having, or is likely to have the effect 
of preventing or lessening competition. Furthermore, the Competition 
Bureau expects that claims of excessive and unfair pricing will be rare as 
investigations require a credible reason to suspect the occurrence of anti-
competitive acts or substantial competition harm.40 

The Competition Act also includes provisions which address misleading 
representations and deceptive marketing practices. Section 52 and sub-
section 74.01(1)(a) prohibit companies from making materially false or 
misleading representations to promote a product, service or business inter-
est.41 While these provisions only explicitly refer to positive representations, 
omissions may be captured by the “general impression test” used by courts 
when deciding whether a representation is false or misleading. The general 
impression test requires courts to consider the general impression conveyed 
by the representation as well as its literal meaning.42 Since companies rarely, 
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if ever, disclose their use of PPAs, these provisions will likely not capture 
such acts. There is also no guarantee that a court will find that failure to 
disclose a PPA constitutes a false or misleading representation under the 
general impression test. In turn, a possible amendment to section 52 and 
subsection 74.01(1)(a) to enhance their effectiveness at regulating PPAs is 
to explicitly prohibit omissions. 

Additionally, sections 45 or 90.1 may be applicable if an agreement or 
arrangement exists amongst competitors to use PPAs to lessen competition 
in the digital marketplace.43 Nevertheless, since algorithmic tacit collusion is 
more common than explicit collusion and with the minimal explainability 
of PPAs, demonstrating that pricing algorithms coordinated their actions 
and engaged in collusive behaviours to produce supracompetitive pricing or 
reduce competition is no easy feat and not adequately regulated with ex-post 
measures.44

Considering the difficulty with tracing harm to competitors and market 
competition to a particular pricing algorithm, no statutes or cases currently 
address the legality of PPAs. In fact, a case law search on the Competition 
Bureau website produces no results. Therefore, other than industry-specific 
regulations and consumer protection statutory provisions, prices are largely 
unregulated and left to the contracting parties.45 

3.3 The United States

3.3.1 AI Legislation

Currently, the United States does not have any comprehensive federal 
legislation to regulate AI. However, the Algorithmic Accountability Act of 
2023 (the “AAA”) was proposed in Senate to regulate AI in “high-impact” 
scenarios, such as housing, finance, employment and education,46 where 
algorithms decide loan approvals, medical needs, hiring outcomes of new 
employees, school admissions, etc. The AAA aims to promote greater 
transparency about the impact of algorithms by requiring users to conduct 
impact assessments for effectiveness, bias and other factors, as well as 
perform ongoing testing to ensure outputs are accurate and do not amplify 
bias based on personal characteristics.47 In addition, the AAA proposes that 
the Federal Trade Commission (the “FTC”) establish a Bureau of Technol-
ogy to monitor the enforcement and implementation of the Act. At the state 
level, Colorado, Utah, Illinois, Massachusetts, Ohio and California have all 
proposed or enacted legislation to regulate AI development and use in the 
private sector.48 Most state legislation focuses on similar high-impact situ-
ations as the AAA and the safe development of AI models. Unfortunately, 
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PPAs are rarely, if at all, used in these high-impact scenarios, and thus fall 
outside the ambits of the AAA and state legislation.

3.3.2 Privacy Laws

In the US, data privacy laws are the primary form of pricing algorithm 
regulation. US privacy laws comprise an ex-post, sector-based framework 
that aims to protect the welfare of online consumers.49 The Federal Trade 
Commission Act (the “FTC Act”) regulates algorithmic pricing to prohibit 
deceptive or unfair behaviour or practices. Under section 5 of the FTC Act, 
FTC authority can pursue legal action against someone if their use of an 
algorithm is deceptive or unfair and causes substantial harm that a) con-
sumers cannot reasonably avoid, and b) is not outweighed by countervailing 
benefits to consumers or competition.50 Deceptive use includes a failure 
to disclose how prices are determined, whereas unfair use involves dis-
criminatory pricing that could harm consumers. For instance, if an online 
retailer employs a pricing algorithm that discriminates against a consumer 
by charging them higher prices based on their zip code without disclosing 
the fact, the retailer will violate the FTC Act. 

In the context of PPAs, US privacy laws do not effectively mitigate the 
harms of personalized pricing. First, requiring algorithms to cause substan-
tial consumer harm poses a challenge for PPAs. Given their opacity and 
use of a plethora of personal information, quantifying and directly attrib-
uting consumer harm to a PPA’s use of specific data is quite difficult.51 
Consequently, the FTC Act may fail to capture many instances of excessive 
personalized pricing. Second, the decentralized approach to privacy laws 
allows each state to fill any regulatory voids with their own legislation. For 
instance, California’s Consumer Privacy Act and Virginia’s Consumer Data 
Protection Act regulate the processing and control of personal data.52 While 
state legislation attempts to supplement the FTC Act to create comprehen-
sive regulation across the country, the fragmented framework provides 
uneven protections for consumers - regardless of which state a seller is 
located in, consumers are only protected by the laws of the state in which 
they reside. In addition, increased operational complexity and costs arise 
for businesses that operate in various states since they must comply with 
the legislative requirements specific to each state. Considering companies 
in the digital marketplace, such as eBay, span across numerous states and 
countries, the US privacy law framework does not sufficiently address the 
harms of PPAs. 
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3.4 The European Union

To protect consumers from price discrimination created by PPAs, the 
European Union uses an omnibus approach that involves AI regulation, 
anti-discrimination laws and data protection legislation. 

3.4.1 AI Regulation

In 2024, the EU approved the first risk-based framework for AI – the 
Artificial Intelligence Act (the “AI Act”).53 The AI Act introduces unique 
regulations for certain uses of online algorithmic pricing, so AI users in 
different sectors have varying transparency, data governance and human 
oversight obligations.54 Regarding price discrimination, Article 5(1)(c) pro-
hibits the use of AI scoring techniques based on personal characteristics 
in circumstances where 1) the information is used outside of the context 
for which it was generated, and/or 2) the detrimental effects are dispro-
portionate to the behaviour.55 Article 5(1)(c) may capture PPAs since the 
algorithms analyze personal data provided by consumers in other instances 
or obtained without consumer knowledge. Furthermore, excessive prices 
may harm consumers at a rate disproportionate to any consumer or seller 
benefits. Nonetheless, PPAs may benefit consumers by offering more equi-
table pricing based on characteristics, such as zip codes, so establishing 
disproportionate detrimental effects of PPAs is difficult. 

3.4.2 Anti-Discrimination Laws

In principle, personalized pricing is legal in the EU, as long as sellers do 
not use the personal information of consumers in a manner that breaches 
anti-discrimination laws.56 Article 21 of the Charter of Fundamental Rights 
prohibits “discrimination on such grounds as sex, race, colour, ethnic or 
social origin, genetic features, language, religion or belief, political or any 
other opinion, membership of a national minority, property, birth, disabil-
ity, age or sexual orientation.”57 Under Directive 2000/43/EC, discrimination 
based on grounds of racial or ethnic origin in relation to the supply of goods 
and services is prohibited.58 Additionally, Directive 2004/113/EC disallows 
discrimination on the grounds of sex, such that men and women must 
receive equal treatment in accessing and supplying goods and services.59 EU 
anti-discrimination laws apply to PPAs and prohibit direct and indirect dis-
crimination. A pricing decision based on one of the prohibited grounds is 
considered directly discriminatory, whereas indirect discrimination occurs 
if the pricing “has a disproportionate impact on certain groups defined by 
a prohibited ground without an objective and appropriate justification.”60 
If a PPA solely analyzes information about the sex of consumers, pricing 
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outcomes would differ directly based on sex, one of the prohibited grounds, 
and thus violate Directive 2004/113/EC. However, since PPAs often use a 
vast array of personal data to arrive at pricing decisions, indirect discrimi-
nation is more likely. If PPAs consider women to have a higher WTP by 
including “pink tax” in their calculations, the criteria for indirect discrimi-
nation can be met. 

3.4.3 Data Protection Legislation

3.4.3.1 General Data Protection Regulation

The General Data Protection Regulation (the “GDPR”) regulates the 
treatment of personal data, pseudonymous data and anonymous data orig-
inating in the EU,61 and applies to operations within and outside the EU, 
including Canada.62 The GDPR defines personal data as data that directly 
or indirectly identifies a person, “in particular by reference to an identifier 
such as a name, an identification number, location data, an online identifier 
or to one or more factors specific to the[ir] physical, physiological, genetic, 
mental, economic, cultural or social identity.”63 PPAs collect and analyze 
data about age, sex, religious beliefs, location, etc., which fall under the “per-
sonal data” definition. Therefore, users must abide by the GDPR’s ex-ante 
and ex-post regulations.

Ex-ante measures aim to ensure transparency, accountability and fair-
ness in the use of personal data. For PPAs, relevant requirements include 
obtaining consumer consent before including their personal data in an 
algorithmic data set and conducting mandatory Data Protection Impact 
Assessments (“DPIAs”). Article 9(1) requires consent for the process-
ing of “sensitive” data, such as “personal data revealing racial or ethnic 
origin, political opinions, religious or philosophical beliefs, or trade union 
membership.”64 Article 35 mandates DPIAs for various operations, includ-
ing complex algorithmic pricing schemes.65 DPIAs require companies to 
describe how the personal data will be processed and the risks to the rights 
and freedoms of the individuals, as well as identify measures to address any 
potential privacy risks.66 A company must examine how their PPA uses 
personal characteristics and past purchasing behavioural data to determine 
pricing, and whether these practices could result in discrimination or unfair 
treatment.67 However, given the lack of explainability of AI, companies may 
struggle to meet the requirement. 

Articles 14, 15, 21 and 22 of the GDPR outline the ex-post measures appli-
cable to PPAs. Once personal data is collected, Article 14 requires users to 
explain their algorithms and AI methods to increase transparency68 – again, 
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such an explanation may be difficult, if not impossible. Article 15 allows 
consumers to review the data being analyzed by the PPA,69 after which they 
can decide if they want to proceed as a customer of the company. Article 
21 provides consumers with the right to object to the processing of their 
personal data, including profiling.70 Finally, under Article 22, consumers 
have the right to challenge decisions solely based on automated process-
ing “which produces legal effects concerning [the consumer] or similarly 
significantly affects [them].”71 However, sellers can bypass the provision 
by involving humans in a minor way, so decisions are not made by “solely 
automated processing” systems.72 Furthermore, what constitutes a signifi-
cant impact on consumers is unclear, so whether the effects of PPAs would 
fall under the provision remains uncertain. 

3.4.3.2 Additional Measures

To supplement the GDPR, the EU implemented the Digital Services Act 
(the “DSA”) and Digital Market Act (the “DMA”), which focus on risk and 
crisis management and fostering a competitive market, respectively. Under 
the DSA, companies who use digital services, including pricing algorithms, 
must manage online risks and crises effectively to prevent harming con-
sumer rights or public safety.73 The DMA provides objective criteria to 
qualify large online platforms as “gatekeepers” and establishes clear obliga-
tions that gatekeepers must follow to protect consumers from exploitative 
pricing algorithms. So far, companies such as Amazon, Apple and Micro-
soft have been designated as gatekeepers.74

The Consumer Rights Directive (the “CRD”) addressed personalized 
pricing for the first time in EU legislation. Article 6(1)(ea) of the CRD 
requires traders to inform consumers if prices are personalized based on 
automated decision-making.75 However, the provision does not require 
disclosure of how prices are calculated (e.g., with an algorithm, based on 
personal characteristics, etc.), so many instances of personal pricing escape 
regulation. To overcome the CRD’s limited scope, Article 7(1) of the Unfair 
Commercial Practices Directive imposes a positive obligation on traders to 
provide all the information necessary for the average consumer to make an 
informed purchasing decision.76 For PPAs, “necessary” information could 
include PPA use and the characteristics being analyzed.

3.5 Learning From the US and EU

When comparing the US and EU approaches to algorithmic pricing, the 
EU framework provides greater consumer protection.77 The state-specific 
and sector-based legislation in the US leads to inconsistent, and often 
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inadequate, regulation of algorithmic pricing that complicates compliance 
efforts for companies involved in numerous industries. In comparison, 
the GDPR provides comprehensive guidelines to promote transparency 
around PPA use across the EU in various sectors. Additionally, the scope of 
the language used in each framework has important implications for PPA 
regulation. The GDPR broadly defines “personal data” to encompass any 
organization that processes personal data.78 Such a wide definition creates 
uncertainty and compliance difficulties for businesses, enforcement issues 
for regulators and struggles to exercise data rights for individuals.79 By using 
the GDPR’s definition of personal data, the DSA and DMA suffer from the 
same semantic uncertainty. Consequently, future algorithmic pricing legis-
lation should apply a narrower definition that explicitly references the types 
of prohibited data and uses. Overall, the US and EU frameworks highlight 
how PPAs require comprehensive regulation that applies to all sectors, 
contains precisely defined terms, incorporates ex-ante disclosure and con-
sumer consent requirements and mandates ongoing monitoring to ensure 
compliance as AI algorithms evolve.

4. Proposed Reform 

Canada should implement a licensing regime for e-commerce sellers 
based on a code (the “Code”) that includes ex-ante, rules-based require-
ments, ongoing measures and AMPs for violations. With the growing 
availability of online personal data and the development of more intricate 
algorithms, personalized pricing will be increasingly easy to perform.80 Con-
sidering the limitations of current ex-post regimes, namely the Competition 
Act, PPAs should be regulated in an ex-ante manner to prevent certain 
personal data from entering algorithms, generating implicit data bias and 
producing unfair, excessive prices, especially for consumers belonging to 
minority groups who face societal and financial disadvantages. While some 
individuals advocate for a blanket ban on personalized pricing, experts 
warn that a full prohibition could harm disadvantaged consumers who may 
benefit from fair and responsible personalized pricing.81 For instance, if a 
PPA detects a consumer is located in a lower-income neighbourhood, the 
algorithm may generate a lower price.

4.1 Regulatory Framework

Purpose

(1) This Code aims to reduce the potential and actual harms to consumers 
and market functioning associated with first-degree price personalization 
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arising from the use of personalized pricing algorithms in the digital 
marketplace. 

Definitions

(2) In this Code,

“First-degree price personalization” means the practice of pricing the 
same product or service from the same seller at a different rate for each indi-
vidual consumer.

“Personal data” means information that directly or indirectly refers to 
an individual’s physical, physiological, genetic, mental, economic, cultural 
or social identity. Such information includes sex, gender, age, religion, race, 
national or ethnic origin, name, occupation, social security number, phone 
number, email address, credit card information and transactions, zip code, 
IP address, device ID, MAC address, cookies and browser fingerprints. 

“Personalized pricing algorithms (‘PPAs’)” means algorithms that use 
artificial intelligence to generate the price of a product or service for a con-
sumer according to calculations of that consumer’s willingness to pay based 
on their personal data.

“Seller” means any individual person or company that uses a PPA to sell, 
or coordinate the sale of, a good or service in the digital marketplace. 

“Willingness to pay (‘WTP’)” means the maximum amount a consumer 
is willing to spend to purchase a good or service. 

Application

(3) This Code applies to PPAs developed and used for all e-commerce 
transactions, across all industries and sectors, where the seller and/or con-
sumer is located in Canada.

Licence Issuance

(4) A regulatory authority may issue a licence to a seller to use a PPA to 
price online goods and services if the algorithm and seller act in accordance 
with the rules and requirements provided in sections 5 and 6 of this Code, 
respectively.

Prohibited Activities 
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(5) A seller shall not implement a PPA to generate the price of goods and 
services based on any characteristic(s) considered “personal data” under 
section 2 of this Code. Some rules include: 

a)	 PPAs shall not price men’s products and women’s products sold by 
the same seller, of the same nature, quality and material, at a higher 
rate than the other. Product labels including the words “girl,” “boy,” 
“female,” “male,” “women,” and/or “men” must be excluded from 
the PPA data sets.

b)	 PPAs shall not charge a consumer with an IP address associated 
with a higher-income neighbourhood (annual household income 
of over $150,000) a higher price for goods and services than a con-
sumer with an IP address associated with a middle-income (annual 
household income between $65,000 to 150,000) or lower-income 
area (annual household income under $65,000).

c)	 PPAs shall not analyze information about a consumer’s sex or 
gender, obtained from direct or indirect identifiers, to calculate 
that consumer’s WTP. Identifiers of sex and gender include the 
consumer’s name, pronouns and gender labels on previously pur-
chased products.  

Disclosure and Consent Requirements

(6) Sellers must disclose their use of PPAs to consumers at the first 
instance that consumers access the seller’s e-commerce platform. Sellers 
must disclose that the prices on the platform are personalized and calcu-
lated with a PPA using the personal data of each individual consumer. This 
disclosure must include an option for consumers to consent to the terms 
of disclosure and proceed to the platform or withhold consent and be redi-
rected off the platform. 

Ongoing Measures

(7) After receiving a licence, a seller must: 

a)	 Outline a schedule for performing four (4) internal audits per 
year to assess for bias and any personal characteristics outlined in 
section 2 of this Code in the algorithmic data sets;

b)	 Perform a risk assessment and prepare a report detailing their inci-
dent response plan to any risks identified in the assessment; and
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c)	 Establish a specific team and/or individual (e.g., a Model Risk 
Officer) to oversee the routine audits and data management.

Violations

(8) Failure to abide by any measure(s) in sections 5, 6 and/or 7 constitutes 
a violation of this Code. A seller who commits a violation shall have their 
licence revoked by the authority and is liable 

a)	 in the case of an individual seller, to a maximum administrative 
monetary penalty of $50,000; or

b)	 in the case of a company, to a maximum administrative monetary 
penalty of $5,000,000.

Criteria for Penalty

(8.1) The amount of the penalty is to be determined by considering 
factors such as:

a)	 the nature and extent of the violation;

b)	 any benefit obtained by the seller from committing the violation;

c)	 the seller’s ability to pay the penalty; and

d)	 any other factor considered relevant by the seller or authority.82

4.2 Rationale for a Rules-Based Approach

Rules clearly outline what conduct is prohibited, thus reducing subjec-
tivity and increasing the efficiency of the licensing process.83 A rules-based 
system is arguably better suited for actions that are “simple, stable and do 
not involve huge economic interests.”84 Nevertheless, while AI algorithms 
are complex, dynamic and may generate prices for substantial e-commerce 
purchases, a rules-based code with explicit instructions can effectively 
regulate unfair price personalization. Although AI is rapidly evolving, the 
information targeted by the Code is often simple and stable since personal 
characteristics (e.g., gender, race, religion) are unlikely to change signifi-
cantly over time. 

A rules-based code also increases the efficiency of the licensing process. 
Ex-ante regulations are critiqued as being inefficient since regulators 
must review each product.85 However, rules contribute to a more effi-
cient approval process by requiring objective determinations, rather than 
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subjective assessments under principles-based legislation - whether an 
algorithm uses prohibited data can be better determined than whether 
an algorithm generates “unfair” prices. Rules also reduce the likelihood of 
interpretation issues. A principles-based code prohibiting “unfair” pricing 
is unclear - one seller might consider charging consumers in a wealthy 
neighbourhood a higher price as fair, while another may not. The former 
seller may be denied a licence if the regulator decides their algorithm gener-
ates unfair prices, creating a delay as the seller must amend their algorithm 
and reapply. Additionally, rules promote consistency. What one regulator 
considers “unfair” differs from the next, so empowering regulators to deter-
mine what constitutes “unfair” pricing results in inconsistent approvals and 
an unjust advantage for sellers who have their PPAs assessed by a more 
lenient regulator. Clear and objective rules limit discretion and ensure that 
decisions align with the Code’s purpose.  

4.3 Rationale for an Ex-Ante Framework

Ex-ante measures require the proactive integration of safeguards to 
protect consumers, rather than a reaction to harm that has already occurred. 
According to the Ontario Court of Appeal, “there is good reason to favour 
ex-ante rules where … there is scientific uncertainty as to the precise nature 
or magnitude of the possible harms.”86 Given the automatic functioning 
of PPAs and lack of, or minimal, human involvement, uncertainty exists 
around the precise magnitude of harmful pricing that occurs. Further-
more, ex-ante regulation may be beneficial in circumstances that involve 
“invisible harms” - harms that go unreported because they are difficult or 
impossible to identify by design or due to a lack of will or mechanism to 
report.87 Considering the opacity of PPAs, bias from past discrimination 
based on personal characteristics may enter the algorithm and contribute 
to perilous price personalization without being detected and/or reported. 
Consequently, PPAs create invisible harms that could be prevented with 
ex-ante regulation. Finally, an ex-ante code would complement the Com-
petition Act and enhance its efficacy in regulating PPAs. Since section 6 of 
the Code requires disclosure of PPA use, failure to provide accurate and 
adequate information may trigger section 52 and subsection 74.01(1)(a), 
the false and misleading representation provisions, and reduce reliance on 
the general impression test. 

4.3.1 Response to Potential Objections

According to Archibald & Jull, ex-ante regulation should be reserved 
for situations where health and safety are at risk, but do not have to be 
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life-threatening.88 While PPAs do not directly influence consumer health 
and safety, the downstream effects of harmful personalized pricing may 
be exceptionally harmful to consumer welfare. A consumer may rely on a 
product and become accustomed to a certain price. If a PPA calculates a 
higher WTP for that consumer, the price may increase and force the con-
sumer to choose to access the product or pay an excessively high price.89 
Furthermore, health and personal care is the second fastest growing e-com-
merce industry,90 contributing over $4.9 billion CAD in revenue in 2024. 
Consumers purchase health-related products online; therefore, restricted 
access because of extreme prices could harm consumer health. Moreover, 
the privacy and security of personal data has implications for consumer 
safety. As Peter Seele et al. explain, “online and offline tracking, profiling, 
and personalizing is becoming ubiquitous, leaving less and less room for 
consumers’ privacy.”91 Since sellers often mask their use of personal data 
with extensive privacy disclaimers, many consumers are unaware of such 
processes and thus unable to take the necessary measures to protect their 
data against situations like data breaches. 

An indirect connection to health and safety may be rejected as a valid 
basis for ex-ante regulation. However, ex-ante legislation should not be dis-
missed as one could argue the Archibald & Jull model is too restrictive. As 
discussed, principled reasons exist for ex-ante PPA regulation, such as the 
fact that initially preventing bias and personal characteristics from enter-
ing data sets will most effectively prevent unfair prices. As a result, there 
ought to be a role for ex-ante frameworks even where health and safety are 
not directly impacted. The biggest obstacle to acceptance is that ex-ante 
systems are inflexible and considered inappropriate for situations where 
technology is rapidly developing since “prior approval may lag behind 
the technological progress.”92 In such circumstances, ex-post regulation, 
such as the Competition Act provisions concerning excessive pricing93 and 
consumer protection,94 are traditionally viewed as more fitting, if anti-
competitive effects can be demonstrated. With AI quickly evolving, PPA 
users often update their pricing algorithm models to enhance data learning 
and predictive capabilities over time. However, the Code does not target 
these developments, but rather focuses on the type of data being analyzed 
by outlining rules that algorithms must follow, regardless of their model. 
Since each PPA version analyzes the same data and approval depends on 
the type of data being analyzed (e.g., personal characteristics), technologi-
cal advancements in their algorithm’s efficiency at collecting and analyzing 
data will not impact prior approval.  
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Considering the Code’s novelty and stringency, resistance is expected. 
First, the government will be hesitant to implement the ex-ante Code since 
the licensing process requires significant monetary and temporal resources. 
A tradeoff exists – while it is more time efficient to conduct ex-post reviews of 
evidence of anti-competitive conduct and address it accordingly, significant 
harm may go undetected and unaddressed due to the lack of algorithmic 
explainability. Reviewing individual algorithms will certainly take time since 
sellers may not use the exact same algorithms as one another; nonetheless, 
pricing algorithms use similar foundations, variables, weighting and deci-
sion rules.95 Therefore, the review process may be less time consuming than 
initially believed and sellers may obtain licences in a timely fashion. Second, 
e-commerce sellers will likely oppose the Code because the approval of their 
algorithms lies in the hands of government officials with whom they may 
disagree and there may be a discrepancy in the quality and attentiveness of 
regulators. However, the Code’s objective rules may ease some concerns 
by reducing the subjectivity of the decision-making process and promoting 
consistency across licencing decisions. 

Overall, the Code provides sufficient safeguards against the inflexibil-
ity and potential objections to warrant an ex-ante regulatory framework 
for PPAs. At the end of the day, the victims of unfair price personaliza-
tion are the consumers. With over 75% of the Canadian population being 
e-commerce users,96 the likelihood of biased price discrimination is not 
insignificant, and may cause detrimental harm over time if consumers, 
especially those belonging to minority groups, are charged supracompeti-
tive prices for goods and services. 

4.4 Ongoing Measures

Ongoing measures are crucial to promote compliance and identify prices 
based on bias or personal data, as well as address the evolving nature of 
PPAs. Quarterly audits are an effective accountability, bias and general risk 
mitigation mechanism.97 Given the rapid development of AI, audits allow 
users to identify and remove any bias or prohibited information that may 
have entered the data sets to mitigate unfair pricing outputs. Furthermore, 
risk assessments allow for proactively planning to address anti-competitive 
risks that may materialize during PPA use, enabling companies to complete 
their due diligence. Finally, having a delegated team or officer aids in moni-
toring compliance and reporting potential violations.98
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4.5 Penalties

AMPs will encourage compliance and prevent violations of the licens-
ing requirements. The penalty scheme takes inspiration from other ex-ante 
legislation in Canada,99 accounting for the severity of the violation and the 
resulting harm. When administering AMPs, there is a risk that the penalties 
will be considered a true penal consequence and trigger Charter rights. In 
Guindon v Canada, the Supreme Court of Canada (the “SCC”) found that 
a monetary penalty will be a true penal consequence “when it is, in purpose 
or effect, punitive.”100 To determine whether an AMP is punitive and thus 
inappropriate in a regulatory context, the SCC outlined four factors that 
should be balanced – “the magnitude of the fine, to whom it is paid, whether 
its magnitude is determined by regulatory considerations rather than prin-
ciples of criminal sentencing, and whether stigma is associated with the 
penalty.”101 

Based on the Guindon factors, the Code’s penalty scheme does not 
produce true penal consequences. While $50,000 and $5,000,000 may seem 
significantly high and punitive in nature, the size of most PPA users (e.g., 
eBay) and the reach of the algorithms (one PPA can target every consumer 
and impact millions of people) is substantial and warrants a high penalty. 
It should also be noted that these values represent the maximum AMP 
amounts under the scheme and, therefore, will not necessarily be admin-
istered for each violation. Moreover, the amounts are directly tied to the 
objective of deterring non-compliance with the Code and account for the 
reality that many consumers purchase most of their daily necessities online, 
so excessive prices can be detrimental to their livelihoods. An authority 
must also consider various factors in determining the magnitude of the 
AMP (such as the violator’s personal gain), which are relevant to deterring 
such misconduct. Finally, the stigma arising from the imposition of an AMP 
under the Code is not comparable to that attached to a criminal conviction, 
but rather is similar to the penalties for other regulatory offences, such as 
violations of the Occupational Health and Safety Act.102

5. Conclusion

With the rapid expansion of the digital marketplace, the use of PPAs is 
bound to increase and influence a greater number of consumers. Despite 
prima facie evidence of market power of effective PPA users, as well as the 
significant risks of excessive prices, especially for minority groups, and 
anti-competitive behaviour, Canada currently lacks an adequate regula-
tory scheme for PPAs. Taking inspiration from the US and EU regulatory 
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frameworks, Canada should implement a licensing regime based on an 
ex-ante, rules-based code with ongoing measures and AMPs to reduce the 
perils of personalized pricing in the digital marketplace. 
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